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: @( WordPress 4.2.2 Multiple Vulnerabilities (0.7 - 4.2.2)

/wordpress/

___________________________________________________________________________________________________________________________________

3.

cross-site Jolid (il iz & (wypdyg9 4.2.2 Jols g yiaS (glodsuws
Aind i Lcawl el 05050 (35,93 (55 Il g scripting

) |) 6'95(].) (SLQ.)S aS AD (50 I) O)lDI O.)J 0dLS dlo> Q 5)|9A C}:‘!I )l o> aswl g
h G595 2 e CRgojly>l 3)lge S hal Gled calwey (gLad )> )5 )59y
Ao plosl 03 39aze Jlacl g 1S Jlacl (6,505 Glos g 335

) . O
e x4

<
=
3
®
®

20 pll (Shoyjg) 4 (w239 s o)yl 4

&:l:w

http://seclists.org/oss-sec/2015/gq3/187

https://wordpress.org/news/2015/07/wordpress—-4-2-3/
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http://seclists.org/oss-sec/2015/q3/187
https://wordpress.org/news/2015/07/wordpress-4-2-3/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-5623
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Cookie: wordpress test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

d WordPress Possible Security Bypass Vulnerability (0.70 - 4.7.4) —
/wordpress/ :

___________________________________________________________________________________________________________________________________
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https://exploitbox.io/vuln/WordPress-Eexample-4-7-Unauth-Password-Reset-0day-—
CVE-2017-8295.html

https://www.exploit-db.com/exploits/41963/

https://gist.github.com/Neo23x0/9555£052c4e222043e6d8a44e34£5455

CVE-2017-8295
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GET /wordpress/ HTTP/1.1

Cookie: wordpress test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive
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- & Directory listing PH S, =

/wordpress/wp-includes/ID3/ Pl e 3)lgo 2
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https://exploitbox.io/vuln/WordPress-Eexample-4-7-Unauth-Password-Reset-0day-CVE-2017-8295.html
https://www.exploit-db.com/exploits/41963/
https://gist.github.com/Neo23x0/9555f052c4e222043e6d8a44e34f5455
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8295
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CWE-548: Information Exposure Through Directory Listing
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GET /wordpress/wp-includes/ID3/ HTTP/1.1

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0
Safari/537.21
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https://cwe.mitre.org/data/definitions/548.html

Connection: Keep-alive

___________________________________________________________________________________________________________

- & WordPress XML-RPC authentication brute force R S

/wordpress/xmlrpc.php Pl e 3)lgo

___________________________________________________________________________________________________________________________________
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WordPress XML-RPC Brute Force Scanning

Prevent XMLRPC

WordPress brute force attack via wp.getUsersBlogs
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http://blog.spiderlabs.com/2014/07/honeypot-alert-wordpress-xml-rpc-brute-force-scanning.html
http://wordpress.org/plugins/prevent-xmlrpc/
https://isc.sans.edu/diary/+WordPress+brute+force+attack+via+wp.getUsersBlogs/18427
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<value><string>Incorrect username or password.</string></value>

POST /wordpress//xmlrpc.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Connection: keep-alive

Cookie: wordpress test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Content-Length: 264

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)
AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0
Safari/537.21

<?xml version="1.0" encoding="iso-8859-1"?2>

<methodCall>

<methodName>wp.getUsersBlogs</methodName>

<params>
<param><value><string>admin</string></value></param>
<param><value><string>89475895437895437534987</string></value>
</param>

</params>

</methodCall>
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@7 Clickjacking: X-Frame-Options header missing

é Web Server

___________________________________________________________________________________________________________________________________
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The X-Frame-Options response header
Clickjacking
OWASP Clickjacking
Defending with Content Security Policy frame-ancestors directive
Frame Buster Buster
Ol
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GET / HTTP/1l.1
Connection: keep-alive
Accept: */*
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https://developer.mozilla.org/en-US/docs/HTTP/X-Frame-Options
http://en.wikipedia.org/wiki/Clickjacking
https://www.owasp.org/index.php/Clickjacking
https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet#Defending_with_Content_Security_Policy_frame-ancestors_directive
http://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed

Accept-Encoding: gzip,deflate
Host: example.com
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)

AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0
Safari/537.21
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Content-Security-Policy:

default-src 'self';
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script-src 'self' https://code.jquery.com;
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iframes jl jloxo yuc o3laiwl Jol a5 (Vo g Oy guio SO ()3)Sduss 4 jLo
S (659l 6yué g clickjacking Moo il Almd

o0y

S (gjlwesly 395 g tusd doliy )3 1) CSP a5 dgui 50 Slginiy
Gyl &wl > Content-Security-Policy )i ()3)S 4dLsl Jold dasuie (3l pabais
a2do ol g ©15HL @ je ) S)9p0 a5 lie JyiiS 9 jgpw jl amdio S

Cawl
EQUA
Content Security Policy (CSP).
Implementing Content Security Policy
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GET / HTTP/1.1

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64)

AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0
Safari/537.21

Connection: Keep-alive
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https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

