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Pleddo ()

d WordPress 4.3 Multiple Vulnerabilities (0.7 - 4.3)

/wordpress/

GET /wordpress/ HTTP/1.1

Cookie: wordpress test cookie=WP+Cookie+check
Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21
Connection: Keep-alive

d WordPress Cross-Site Scripting Vulnerability (0.70 - 4.1.1)

/wordpress/

GET /wordpress/ HTTP/1.1

Cookie: wordpress test cookie=WP+Cookie+check
Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21
Connection: Keep-alive
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- & WordPress Cross-Site Scripting Vulnerability (3.9.3 - 4.2)

/wordpress/

GET /wordpress/ HTTP/1.1

Cookie: wordpress test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

...........................................................................................................

. @( WordPress Directory Traversal (3.7 - 5.0.3)

/wordpress/

___________________________________________________________________________________________________________________________________

GET /wordpress/ HTTP/1.1

Cookie: wordpress_ test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

___________________________________________________________________________________________________________

@7 WordPress Plugin Akismet Cross-Site Scripting (3.1.4)

2
=
2

/wordpress/

___________________________________________________________________________________________________________________________________
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GET /wordpress/wp-content/plugins/akismet/readme.txt HTTP/1.1

Connection: keep-alive

Cookie: wordpress test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

___________________________________________________________________________________________________________

- & Directory listing 2L S,
E uLJ*A )ﬁ&% QA%¢UT)+MLO
; - »L Lgﬂ;UI)lobLJé

___________________________________________________________________________________________________________________________________

GET / HTTP/1.1

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

e — :
. ¢ Directory listing 2L Sy, ®
/wordpress/wp-content/upgrade/ »L ] o

GET /wordpress/wp-content/upgrade/ HTTP/1.1

Cookie:

comment author 47a3a002389a2ff102883022698974c8=HfjNU1YZ;comment author_ email
~47a3a002389a2££102883022698974c8=test%40whitelab.wlab;comment author url 47a
3a002389a2£f£102883022698974c8=http%3A%2F%2Fcb.whitelab.ir;wordpress 47a3a0023
89a2f£102883022698974c8=+;wordpress_logged_in 47a3a002389a2f£f102883022698974c
8=+;wordpress_sec_47a3a002389a2ff102883022698974c8=+;wordpress_test cookie=WP
+Cookie+check;wordpresspass 47a3a002389a2f£102883022698974c8=+;wordpressuser_
47a3a002389a2f£102883022698974c8=+

Accept: */*

Accept-Encoding: gzip,deflate
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Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

...........................................................................................................

- & Directory listing 2 Sy
/wordpress/wp-includes/ID3/ )-’J-’ an] o

___________________________________________________________________________________________________________________________________

GET /wordpress/wp-includes/ID3/ HTTP/1.1

Cookie:

comment author 47a3a002389a2ff102883022698974c8=HfjNU1YZ;comment author_ email
~47a3a002389a2ff102883022698974c8=test%40whitelab.wlab;comment author url 47a
3a002389a2££102883022698974c8=http%3A%2F%2Fcb.whitelab.ir;wordpress 47a3a0023
89a2f£102883022698974c8=+;wordpress_logged in 47a3a002389a2ff102883022698974c
8=+;wordpress_sec 47a3a002389a2ff102883022698974c8=+;wordpress_test cookie=WP
+Cookie+check;wordpresspass 47a3a002389a2f£f102883022698974c8=+;wordpressuser__
47a3a002389a2f£102883022698974c8=+

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

2
®
& Directory listing 2L S,
' /wordpress/wp-includes/SimplePie/ 23 Gl s

@ WhitelLab.ir

GET /wordpress/wp-includes/SimplePie/ HTTP/1.1

Cookie:

comment author 47a3a002389a2ff102883022698974c8=HfjNUlYZ;comment author email
~47a3a002389a2f£102883022698974c8=test%40whitelab.wlab;comment author url 47a
3a002389a2f£f102883022698974c8=http%3A%2F%2Fcb.whitelab.ir;wordpress 47a3a0023
89a2f£102883022698974c8=+;wordpress_logged in 47a3a002389a2ff102883022698974c
8=+;wordpress sec 47a3a002389a2ff102883022698974c8=+;wordpress_test cookie=WP
+Cookie+check;wordpresspass 47a3a002389a2f£102883022698974c8=+;wordpressuser_
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47a3a002389a2f£102883022698974c8=+

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

- & Directory listing 2y Sy
/wordpress/wp-includes/js/ J—’ U-"M’T)-Ww

Cookie:

comment author 47a3a002389a2ff102883022698974c8=Hf]jNU1lYZ;comment author email
~47a3a002389a2f£f102883022698974c8=test%40whitelab.wlab;comment author url 47a
3a002389a2££102883022698974c8=http%3A%2F%2Fcb.whitelab.ir;wordpress 47a3a0023
89a2f£102883022698974c8=+;wordpress_logged in 47a3a002389a2f£f102883022698974c
8=+;wordpress_sec_47a3a002389a2f£f102883022698974c8=+;wordpress_test cookie=WP

+Cookie+check;wordpresspass 47a3a002389a2f£102883022698974c8=+;wordpressuser__
47a3a002389a2f£102883022698974c8=+

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 5
like Gecko) Chrome/41.0.2228.0 Safari/537.21 %
Connection: Keep-alive =
2
®
i & Vulnerable Javascript library 2L S,
. /wordpress/wp-includes/js/jquery/jquery.js )J..\J WUT pevnvy

___________________________________________________________________________________________________________________________________

GET /wordpress/wp-includes/js/jquery/jquery.js HTTP/1.1

Cookie:

comment author 47a3a002389a2f£102883022698974c8=HfjNU1lYZ;comment author email
~47a3a002389a2ff102883022698974c8=test%40whitelab.wlab;comment author url 47a
3a002389a2f£f102883022698974c8=http%3A%2F%2Fcb.whitelab.ir;wordpress 47a3a0023
89a2f£102883022698974c8=+;wordpress_logged in 47a3a002389a2ff102883022698974c
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8=+;wordpress_sec_47a3a002389a2ff102883022698974c8=+;wordpress_test cookie=WP
+Cookie+check;wordpresspass 47a3a002389a2f£102883022698974c8=+;wordpressuser_
47a3a002389a2f£102883022698974c8=+

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

___________________________________________________________________________________________________________

& WordPress XML-RPC authentication brute force 2L S,

/wordpress/xmlrpc.php JSRE w.wT o

___________________________________________________________________________________________________________________________________

POST /wordpress//xmlrpc.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Connection: keep-alive

Cookie: wordpress_ test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Content-Length: 264

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,

like Gecko) Chrome/41.0.2228.0 Safari/537.21 5
<?xml version="1.0" encoding="iso-8859-1"?> =

[3)
<methodCall> =
<methodName>wp.getUsersBlogs</methodName> 2
<params> ®

<param><value><string>admin</string></value></param>
<param><value><string>89475895437895437534987</string></value>

</param>
</params>
</methodCall>
. ¢ WordPress username enumeration 2L Sy
| /wordpress/ JSRE ] Jewmy.

___________________________________________________________________________________________________________________________________
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POST /wordpress//wp-login.php HTTP/1.1
Content-type: application/x-www-form-urlencoded
Connection: keep-alive

Cookie: wordpress test cookie=WP+Cookie+check
Accept: */*

Accept-Encoding: gzip,deflate

Content-Length: 32

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21
log=example&pwd=z&wp-submit=Login

GET / HTTP/1.1

Connection: keep-alive

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

<
=
3
®
®

GET /wordpress/wp-login.php HTTP/1.1

Cookie: wordpress test cookie=WP+Cookie+check

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive
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GET /wordpress/readme.html HTTP/1.1

Connection: keep-alive

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

___________________________________________________________________________________________________________

d Login page password-guessing attack

/wordpress/wp-login.php

___________________________________________________________________________________________________________________________________

<
=
3
®
®

POST /wordpress/wp-login.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Referer: http://example.com/

Connection: keep-alive

Accept: */*

Accept-Encoding: gzip,deflate

Content-Length: 125

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21
log=t7pyVDLA&pwd=fXEX1Ham&redirect to=http://example.com/wordpress/wp-
admin/&rememberme=forever&testcookie=1&wp-submit=Log%20In
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GET /wordpress/wp-admin/ HTTP/1.1

Connection: keep-alive

Accept: */*

Accept-Encoding: gzip,deflate

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

___________________________________________________________________________________________________________

@ WordPress default administrator account

/wordpress/wp-login.php

___________________________________________________________________________________________________________________________________

POST /wordpress//wp-login.php HTTP/1.1
Content-type: application/x-www-form-urlencoded
Connection: keep-alive

Cookie: wordpress test cookie=WP+Cookie+check
Accept: */*

Accept-Encoding: gzip,deflate

Content-Length: 42

Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21
log=admin&pwd=Whitelabtest&wp-submit=Login

<
=
3
®
®

@ WhitelLab.ir

_______________________________________________________________________________________________________

& Content Security Policy (CSP) not implemented

___________________________________________________________________________________________________________________________________
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GET / HTTP/1.1

Accept: */*

Accept-Encoding: gzip,deflate
Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21
Connection: Keep-alive

GET /suSY2ZTcfG HTTP/1.1
Connection: keep-alive
Accept: */*

Accept-Encoding: gzip,deflate
Host: example.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML,
like Gecko) Chrome/41.0.2228.0 Safari/537.21

2
=
2
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